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Abstract. Tampering with their power meter might be tempting to
many people. Appropriately configured home-placed meter will record
lower than the actual electricity consumption, resulting in substantial
savings for the household. Organizations such as national departments
of energy have thus been interested in analyzing the feasibility of illegal
activities of this type. Indeed, since nearly every apartment is equipped
with a power meter, the negative financial impact of tampering imple-
mented at a large scale might be disastrous for electricity providers.

In this work, we report on a detailed analysis of the power meter tam-
pering scenario using attack—defense trees. We take various quantitative
aspects into account, in order to identify optimal strategies for customers
trying to lower their electricity bills, and for electricity providers aiming
at securing their infrastructures from thefts. This case study allowed us
to validate some advanced methods for quantitative analysis of attack—
defense trees as well as evaluate the 0SEAD tool that we have developed
to support and automate the underlying computations.

1 Introduction

Electricity theft is a widespread proceder [I9J26] that generates huge financial
losses yearly across the world [T520128/39], with more than the third of the losses
affecting the BRIC countries (Brazil, Russia, India and China) [28]. One of the
ways in which electricity is being stolen, is by tampering with power meter in a
way that results in the household’s or facility’s power consumption being under-
reported. Modern smart meters make identifying crude power meter tampering
attempts easier, but remain vulnerable to (not necessarily sophisticated) hacking
attacks [32].

This study is concerned with the issue of tampering with power meters. We
consider a malicious user whose aim is to reconfigure their power meter, in order
to lower the recorded electricity consumption of their household. We extend
the attack tree-based model of possible behaviour of such a user, analyzed by
the U.S. Department of Energy in [33], to take possible countermeasures into
account. We report the results of analysis of the obtained attack—defense tree
(ADTree) model using some of the recent developments in the field.



Our objectives. The objective of the work presented in this report is threefold.
First, we thoroughly analyze a tampering with a power meter scenario which is
of high importance for the industrial community. The goal is to identify optimal
attacks and optimal defender’s strategies, while taking various optimality criteria
into account. Second, we test in practice some recently proposed techniques for
quantitative analysis of ADTrees: the one from [25], focusing on the correctness
of the quantitative analysis of trees with repeated actions, the one from [13],
addressing the problem of multi-parameter evaluation on such trees, and the one
from [24], which relies on linear integer programming (ILP) and aims at selecting
optimal sets of countermeasures. Third, we develop and validate a tool, called
0SEAD — Optimal Strategies Extractor for Attack—Defense trees — supporting an
automated handling of the techniques from [24125], and [13].

Related studies. ADTrees have already been used in the past to perform prac-
tical studies of security scenarios. The security of ATM machines was analyzed
in [T4]. The main difference between [14] and the current study is that the former
focuses on the modeling aspects only, i.e., it does not involve any quantitative
analysis. In [6], an RFID-based management system has been analyzed. This
work resulted in a list of guidelines describing how to carry out a case study
involving the ADTree modeling and its quantitative analysis. These guidelines
were respected in our power meter study. However, [6] concentrates on analysis
wrt single parameter, and it uses the classical bottom-up approach, sketched
in [38] and formalized in [30] and [2I], which is not well-suited for trees with
repeated basic actions. In the current work, we employ novel, recently developed
techniques for quantitative analysis of ADTrees with repeated basic actions, and
use and validate a tool that we developed to support an automated handling of
these techniques. Unlike in [6] and [14], the power meter ADTree is based on an
attack tree developed by industry, so the people performing the analysis are not
the sole authors of the analyzed model.

Paper structure. The ADTree for tampering with the power meter is described
in Section[2] The parameters of interest for our study, their values, and the tech-
niques we employ to identify optimal attacks and optimal defender’s strategies
are presented in Section [3] The results of the actual analysis are discussed in
Section [4] and Section [f]is devoted to the OSEAD tool. We conclude in Section [6]

2 Tampering with a power meter scenario

We start with presenting the scope of this study, which includes the profiles
of the actors involved, a specification of the analyzed system, and the model-
ing technique that we use, in Section Then, in Section we explain the
scenario analyzed in this study.

2.1 The set-up

We consider a fifth year student of an engineering school, whom we will name
Antoine, who is renting an apartment where he needs to pay for the electricity



consumption. Antoine would like to lower his electricity bill and he decided to
achieve this by reconfiguring the power meter in his apartment. In this study,
Antoine plays a role of an attacker and his opponent, i.e., a defender, is the
electricity provider. The meter under study is equipped with an optical port
that allows a user to connect to the meter using an optical probe. Illustrations
of a meter (Fig. and an optical probe (Fig. can be found in Appendix [A]

To describe possible ways in which Antoine may reprogram the meter, we
use attack—defense trees [21I]. An attack—defense tree (ADTree) is a graphical
security model representing how an attacker may attack the analyzed system
and how the defender may counter these attacks. The main building blocks of
an ADTree are the labels of its nodes, two types of refinements — OR and AND
— and the countermeasures. The labels describe the goals that the attacker or
the defender want to achieve. The refinements allow to decompose these goals
into simpler subgoals (refined nodes) and basic actions (non-refined nodes). To
achieve the goal of an OR node, the corresponding agent needs to achieve the
goal of at least one of its child nodes. The goal of an AND node is achieved if
the goals of all of its children are achieved. A countermeasure attached to a
node of one agent represents how the node’s goal may be overcome by the other
agent. This means that a node of the attacker can be countered by a node of the
defender, which in turn can be counterattacked by a node of the attacker, and
so on. In addition, a countermeasure can also be decomposed using OR and AND
refinements.

ADTrees extend the well-known model of attack trees [38] widely used in
industry [I0JITI33]. The starting point of our analysis was the scenario and the
attack tree described in Section 2.3 of [33]. We complemented this tree with
additional attacks, and added possible countermeasures that we identified based
on [931], and [40]. The resulting ADTree contains 68 nodes, 5 repeated basic
actions of the attacker and 3 repeated basic actions of the defender. Following the
convention established in [8] and [25], we assume that nodes having the same
label represent exactly the same instance of an action. They thus model that
executing some action may contribute to several different attacks or defenses.

2.2 The scenario

In order to reconfigure his power meter via optical port, Antoine has to have
physical access to the power meter and reconfigure it using appropriate software
tools. Since the power meter is located in the apartment where Antoine lives, we
assume that accessing the power meter is a basic action, i.e., the corresponding
node is not refined. In order to reconfigure the power meter with the help of
software, we have identified the following three sub-scenarios that Antoine can
follow, taking into account his knowledge, capabilities, and financial profile:

The do it yourself approach — Antoine reconfigures the meter himself
by using unauthorized software tools (Fig. @,

The social engineering approach — Antoine social engineers a technician
employed by the electricity provider to reconfigure the power meter for him
using authorized software tools (Fig. [7)),
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Fig. 1: How to reconfigure the power meter — a high level view

The get employed approach — Antoine gets employed by the electricity
provider as a field technician to gain access to the authorized tools and to
be able to reconfigure the meter himself (Fig. .

This high-level view of the analyzed scenario is presented by the tree from Fig.
where the black triangles illustrate subtrees presented in further figures. In this
work, we use the standard graphical notation for ADTrees: red and green nodes
represent attacker’s and defender’s goals, respectively, and an arc is used to de-
note the AND refinement. In the rest of this section, we detail the three approaches
considered by Antoine.

The do it yourself approach

To reconfigure the power meter by himself, Antoine needs to obtain unauthorized
software and tools, use optical probe to establish connection with the meter via
its optical port, and finally reconfigure the meter using unauthorized software.
He can find and download unauthorized software from the Internet. As for the
optical probe, he can buy it or make it himself. The corresponding tree is given
in Fig. 2

Establishing connection to the meter via its optical port might be secured
by password authentication. Also, independently of whether a password-based
protection is implemented or not, an authentication could be required before the
power consumption configuration can be modified. These two possible counter-
measures are depicted with the green nodes in Fig. [2|

If the connection to the power meter was protected by a password, Antoine
could still reach his goal if he was able to authenticate using the correct cre-
dentials. To do so, he would need to obtain the credentials and enter them to
the power meter while authenticating, as visualized in Fig. [3| The power meter
credentials could be obtained by

— exploiting the hardware components of the power meter (Fig. 4)),
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Fig. 2: The do it yourself approach
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Fig. 3: Overcoming the password-based authentication



— performing a brute force attack (Fig. 5], or
— social engineering a technician working for the power provider (Fig. @

intercept
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communication between
hardware components
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obtain power meter
credentials by exploiting
its hardware components

credentials

locate encrypted
credentials in the dump

extract credentials
from data dump from
hardware component

make the data dump from
hardware component

Fig. 4: Obtain credentials from hardware components

Extracting credentials from the power meter hardware components, illus-
trated in Fig. [d] can be achieved in two ways: either by extracting them from a
data dump or by spying on communication between the hardware components.
To extract the credentials from the data dump, the dump needs to be made,
the location where encrypted credentials are placed in the dump needs to be
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Fig.5: Obtain credentials by brute force attack

identified, and finally the credentials need to be extracted from the encrypted
dump. To extract the credentials from the communication between the hard-
ware components, the communication needs to be monitored and the credentials
need to be intercepted. In this study, we assume that during the communication
between the hardware components, the data are sent unencrypted.

A brute force attack is illustrated in Fig. [5| It makes use of software for
hacking power meters (in our scenario, this is exactly the same software as the one
used by the attacker to reconfigure power meter). An off-line brute force attack
using tools like Ophcrack [34], John the Ripper [35], or hashcat [I§], can be
prevented if a strong password is used. To make an on-line cracking impossible,
the number of possible invalid authentication attempts could be limited.

Finally, credentials could also be obtained by social engineering a technician,
as depicted in Fig.[6] To do so, a suitable technician would need to be selected
and social engineered. A social engineering attack would require to assemble
background information on employees of the energy provider and select one who
would fall into the social engineering attack to reveal the credentials. Antoine
could obtain the background knowledge on employees by searching on the In-
ternet, diving into dumpster and looking for relevant documents and physical
artefacts, or by infiltrating the energy provider. To infiltrate the energy provider,
Antoine could get hired as an intern student and then collect information by ex-
changing gossips with the company employees. The following policies could be
enforced by the company to prevent access to the background information about
its employees:

— a policy to minimize the Internet disclosure,
— a policy to minimize the leakage of physical documents and artefacts,
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— a policy of performing thorough background check before hiring new em-
ployees.

Once the right social engineering target is selected, the attack itself consists in
bribing, coercing or tricking the technician so that they reveal the power meter
credentials. The tricking attack could be prevented by a security training during
which the personnel is made aware of popular social engineering tricks.

The Social engineering approach

Instead of attacking by himself, Antoine can social engineer a technician, so that
they reconfigure the power meter for him, as modeled in Fig. []] To perform

social engineered technician

reconfigures power meter
using authorized

software/tools

social engineer technician
into reconfiguring
power meter using

authorized software/tools

technician reconfigures
power meter

using authorized

software/tools

identify and select
technician for reconfiguring
power meter

convince technician
to reconfigure
power meter

assemble background
on employees of
the energy provider

acquire information
from dumpster diving

select technician
for reconfiguring
power meter

bribe technician
to reconfigure the
power meter

coerce technician
into reconfiguring the
power meter

acquire information
by infiltrating the
energy provider

acquire information from
public Internet source

enforce policy enforce policy get employed collect information
to minimize Internet to minimize leakage as intern by the by exchanging gossips
disclosure of physical artefacts energy provider with employees

thorough background check
before hiring new employees

Fig. 7: The social engineering approach

the social engineering, a suitable technician who would reconfigure the power
meter needs to be identified and Antoine needs to convince them to reconfigure



the meter. Identification of the suitable social engineering target is performed in
exactly the same way as in the do it yourself approach, by assembling relevant
background knowledge on employees. Once identified, the technician who will
reconfigure the power meter is selected. To persuade the technician to reconfigure
the power meter, Antoine can bribe or coerce them.

The get employed approach

Antoine can also get hired by the power provider company to be officially able to
reconfigure power meters. To do so, he needs to get employed as a field technician
and then reconfigure his power meter using authorized software provided by the
company to its technicians. Performing thorough background check on future
employees would mitigate this attack, as it was the case in the two previous
approaches. The get employed attack is illustrated in Fig. [§

get employed as
field technician and
reconfigure power meter

get employed as reconfigure power meter
field technician using authorized software/tools

thorough background check
before hiring new employees

Fig.8: The get employed approach

3 Quantitative analysis of the tampering scenario

The first objective of this case study is to analyze the scenario described in Sec-
tion [2} This includes enumeration of all possible attacks, identification of those
that are optimal from the point of view of the attacker, as well as pinpoint-
ing the countermeasures that offer the best protection to the analyzed system.
A plethora of algorithms exist to perform quantitative analysis of ADTrees,
e.g., [BUT6I2TI22/24125]. However, some of them may produce incorrect results
when applied to ADTrees where an action may contribute to several attacks.
In this study, we thus focus on the methods developed in [I3l25] which have
been especially developed to deal with ADTrees containing such repeated basic
actions, and an adaptation of the methods of [24] applicable to such trees.

In what follows, we will use the notion of an attack which we define as a
minimal set of basic actions of the attacker the execution of which achieves the
goal of the root node of the ADTree, under some fixed behavior of the defender.
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By defender’s strategy, we understand a set of countermeasures that the defender
can implement to secure the system.

In Section [BI] we explain the problems that are of interest for our study.
Then, in Section we provide clear definitions of the parameters that we have
used. In Section we present the input values that we have used and we
explain how they have been estimated. Finally, in Section [3.4] we discuss some
issues related to the reliability of the input values and the computation methods
used.

3.1 The problems of interest
The three types of optimization problems that we tackle in this study are:

— selection of attacks optimal wrt one parameter,

— selection of attacks optimal wrt several parameters,

— selection of the defender’s strategy optimal from the point of view of their
resources and objective.

The parameters (often also called attributes in the context of ADTrees [22])
used in this work are cost, time, probability, and special skills. Before we present
their meaning in Section [3.2] we provide generic, i.e., parameter independent,
explanation of the problems that we address.

First, we are interested in selecting the best attacks, taking only one param-
eter into account. Here ‘best’ means optimal wrt the parameter considered. An
optimal attack may thus be a one that minimizes time or cost, or maximizes
probability of success. The selection of optimal attacks is performed according to
the method proposed in [25], which ensures that the computations on ADTrees
with repeated labels yield correct results, contrary to the classical bottom-up
approach, used for instance in [22]. This method also allows to rank possible at-
tacks, and return k£ most optimal ones, where k € N can be specified by the user.

Second, it is well known that considering one parameter at a time may not
be sufficient to decide which attack is the best (or the worst, if the scenario is
analyzed from the defender’s point of view). A possible approach to address this
problem is to identify Pareto optimal attacks, i.e., attacks that are undominated
by others, when several parameters are regarded simultaneously. In our study,
we employ the framework developed in [13] to select the Pareto optimal attacks
extracted from an ADTree with repeated labels. The solution proposed in [13]
relies on so called Pareto attribute domains that allow for combining a number of
parameters into a single one, and therefore make it possible to perform a multi-
objective analysis using the same tools as in the case of a single parameter.

Finally, the solutions to the two problems presented above depend on which
countermeasures have been implemented to protect the system. Instead of con-
sidering all possible cases, it is thus wise to determine a strategy which from
the point of view of the defender is optimal. In an ideal world, the best would
be to implement all possible countermeasures. However, in real-life, this is not
possible, because the budget of the defender is limited. Also, it does not make
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sense to implement countermeasures which do not add more security wrt the
ones already in place. To select an optimal strategy of the defender, we use
the method relying on integer linear programming proposed in [24], adapted to
ADTrees with repeated labels. It allows for selecting one of the two criteria —
mazximizing the number of countered attacks (coverage problem) or mazimizing
the necessary investment of the attacker (investment problem) — and selecting
the defender’s strategy which optimizes the chosen criterion and is compatible
with the defender’s budget.

3.2 The parameters used

We now describe the parameters that we have used in our study to address
the problems presented in Section [3.1] We give an intuitive meaning to each
parameter, provide the set of values that they can attain, and explain how the
parameter’s value of an attack is computed from the values corresponding to the
attack’s components.

Cost (min, +). The first parameter of interest is the monetary investment nec-
essary to implement an attack (or a defender’s strategy). To express it, we use
non-negative real numbers representing the necessary investment in euro. The
actions that are too expensive to be executed are assigned the value of +oo.
When optimizing the cost parameter, we are interested in attacks (or set of de-
fenses) yielding minimal monetary investment for the attacker (resp. defender).
Thus, to compute the cost of an attack (resp. set of defenses), we sum the val-
ues of the basic actions composing it. To select the best attack (resp. defender’s
strategy), we then choose the one with minimal value.

Time (min, max). Since Antoine would like to lower his electricity bill as soon
as possible, the time that an attack would take is an important parameter to
consider. The following scale is used to express time values:

— Instantaneous (0): can be performed by the actor in less than a minute.

Quick (10): can be performed by the actor in less than an hour, but not less

than a minute.

— Slow (102): can be performed by the actor in less than a week, but not less

than an hour.

Very slow (10%): can be performed by the actor in less than six months, but

not less than a week.

— Extremely slow (10*): can be performed by the actor within a human lifetime,
but not less than six months.

— Impossible (+00): not doable within a human lifetime.

Since this scale is discrete, it is reasonable to assume that the time necessary to
perform an attack is the mazimum value over the time values of its composing
actions. As in the case of cost, we are interested in minimizing the time necessary
to attack the system, thus we select the attack which requires minimal time.
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Success probability (max, x). Attacks that are very cheap or very fast are
useless if their probability of succeeding is negligible. Here, we are thus interested
in what is the probability that, if executed, an attack will be successful. The
probability of an action is a value from the interval [0, 1], and the probability of an
attack is computed by multiplying E| When optimizing, we select the attack with
the mazimal probability of success, because this is the attack that a reasonable
attacker would prefer.

The remaining three parameters assess the level of special skills — cyberse-
curity, technical, and social — that is necessary to be able to perform an action
successfully. In all three cases, the skill level necessary to perform an attack
is defined as the mazimum amongst the skill levels necessary to perform its
components. By optimal, we mean an attack requiring minimal skill level.

Cybersecurity skills level (min, max). Some of the actions considered in our
scenario may require specific ezpertise regarding cybersecurity. We distinguish
five levels of such expertise:

— None (0): no cybersecurity-related skills required.

— Basic (1): requires basic cybersecurity knowledge and skills.

Advanced (2): requires employing advanced cybersecurity-related skills, e.g.,
executing a man in the middle attack on a protocol.

— Eaxpert (3): requires employing cybersecurity-related skills available to few
experts, e.g., return-oriented programming or fault attack on AES.
Impossible (+00): beyond the known capability of today’s human beings.

Technical skills level (min, max). Similarly to cybersecurity skills, some ac-
tions may require some technical expertise. Here again, we distinguish five levels:

— None (0): no technical skills required.

Basic (1): requires basic technical skills, e.g., finding information online.
Advanced (2): requires advanced technical skills, available for graduates of
technical vocational schools.

— Ezxpert (3): requires technical skills available to experienced engineers.

— Impossible (+00): beyond the known capability of today’s human beings.

Social skills level (min, max). Finally, since some attacks in our scenario rely
strongly on social engineering, we are also interested in social skills necessary
to perform the considered actions. The five levels of social skills are defined as
follows:

— None (0): does not involve social interactions.

! Using multiplication implies that attack components are considered to be indepen-
dent. This is a known drawback of the classical bottom-up propagation of probability
values in attack tree-based models. See Section[3.4lfor a discussion on this and related
issues.
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Basic (1): requires basic social interactions, e.g., obtaining information via

a conversation.

— Advanced (2): requires convincing or tricking someone into doing something
they would not do otherwise.

— Eaxpert (3): requires convincing or tricking someone into doing something
punishable by law.

— Impossible (+00): beyond the known capability of today’s human beings.

3.3 Estimation of input values

We solve the optimization problems presented in Section using frameworks
developed in [2524] and [I3]. The underlying algorithms take as input an ADTree
as well as parameter values assigned to its basic actions.

Table[I] gathers the basic actions of the defender and gives their cost. The val-
ues of the defender’s cost represent the investment that the electricity provider
needs to make to hire security experts who will advise the company on poten-
tial threats and suitable countermeasures against them, organize meetings where
the decisions on policies to be implemented will be taken, put in place improved
software or hardware solutions, for instance those allowing more secure authen-
tication, and remunerate its personnel for performing specific activities, such as
background checks before hiring new employees.

Table 1: Cost of basic actions of the defender

Basic action Cost
d: = enforce policy of using strong passwords 11600
d> = enforce policy to minimize Internet disclosure 9600
ds = enforce policy to minimize leakage of physical artefacts 9600
ds = limit the number of possible invalid authentication attempts|11600
ds = password authentication for establishing connection 13600
d¢ = require authentication for introducing changes

in power consumption configuration 13600
d; = thorough background check before hiring new employees 320
ds = track popular social engineering attacks and warn personnel | 1500

The values of basic actions of the attacker that we have used in this study are
given in Table 2] They represent a consensus reached as a result of the following
procedure. Seven independent participants, whose profiles correspond to the ex-
pertise of Antoine, were involved in the values’ estimation. The participants were
given a document describing the scenario and the ADTree from Section [2} They
had access to the Internet and relevant materials, including [9/3340]. Each par-
ticipant estimated the values for all six parameters at every basic action present
in the tree. Unsurprisingly, some of the values were not consistent amongst dif-
ferent participants. A semi-automatic procedure has thus been used to extract
a single value for each parameter at every basic action:
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— for the parameters different than probability: if all (but one) amongst the
seven values were the same, this value was retained,

— for the probability parameter, a simple average over seven values was com-
puted,

— for the cases that do not fall into any of the above items, the retained value
is the result of a discussion between the two authors of this paper,

— finally, in the case of strong disagreement, the author of the analyzed ADTree
who, amongst the seven participants, knows the best the optical meter tech-
nology, had the decisive power.

The estimation of values took one hour to each participant, on average. The
consensus discussions lasted for 3 hours, in total.

3.4 Debating on the reliability of the computation framework

Quantifying security is a highly disputable exercise. The reliability of the ob-
tained results depends on the quality of the employed input values and on the
suitability of the functions used to perform computations. Despite a great effort
of the academic and the industrial communities, numerous underlying issues still
remain unsolved. In this section, we debate on drawbacks that we met while per-
forming this study, some of which we have not necessarily managed to overcome.

The quantitative analysis of graphical security models relies on numerical
inputs whose exact values can almost never be provided. Their estimation is a
difficult task that requires a thorough understanding of

— the parameters employed,
— the meaning of the basic actions present in the tree,
— the attacker’s and defender’s profiles and knowledge.

In practice, this estimation is very subjective, as it relies to a great extent on
the modeler’s expertise. In real-life, input values are usually based on historical
data, statistics, information gathered from surveys or open sources, e.g., Inter-
net. Such inputs inevitably carry some uncertainty about the values, and this
uncertainty propagates during the computations and is accumulated in the final
result of the analysis. While there is no established methodology for determining
the best approximations of the actual values of the parameters under consider-
ation, we believe that a reasonable estimates can still be obtained, if provided
in collaboration with experts in the respective domains. Several industry prac-
titioners performing security and risk analysis on a daily basis, that we had an
opportunity to work with, suggest to follow a couple of simple rules.

— Finding a consensus through a discussion usually results in numbers that
are more accurate than standard composite values, e.g., the average. People
providing inputs might have misunderstood the significance of a parameter or
the meaning of an action, thus their values might be inconsistent. Computing
a simple average over such values is meaningless. A discussion allows to
identify such misunderstandings and results in an estimate reflecting the
reality properly.
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— If a discrete scale is used, an odd number of possible values, such as low-
medium-high, should be avoided. People having problems with deciding on
the most suitable value, for instance due to the lack of knowledge, often
tend to go for the middle value, because it seems to be the most neutral
alternative. However, if numerous attacks get the same value, their ranking
and thus a selection of the optimal ones become impossible.

— A way of taking the knowledge of the value providers into account is to
complement the parameter value with the information on how certain the
provider is about this value. Such an approach has, for instance, been used
in the case study described in [6], where a confidence level was used in
addition to the actual values of the parameters of interest. The confidence
level plays a role of a weight, allowing to give more importance to values
with high confidence (usually provided by experts) compared to those with
low confidence (probably coming from less knowledgeable participants).

Note that, in our study, we decided not to use the confidence level, because our
value providers had exactly the same profile as our potential attacker Antoine.
We thus assumed that their estimates would be consistent with the estimates
(and thus indirectly with decisions) that Antoine would make.

Another factor possibly undermining the pertinence of the quantitative anal-
ysis of security are the computations performed on the input values during the
analysis. We illustrate this issue on the examples of probability and risk metrics.
An arguable but commonly used operator in the context of attack tree analysis
is the multiplication employed to propagate the probability values at AND nodes
in a bottom-up fashion. Using multiplication implies that attack components
are considered to be independent, which is rarely the case in reality. This means
that, even if the input values are correct, the probability computation might
introduce some error or inaccuracy to the final result. To overcome this known
drawback of the classical bottom-up propagation, some more advanced methods
for computing attacks’ probability have been proposed in the literature. Their
weakness however lies in the fact that they often require sophisticated inputs,
such as conditional probability tables [23] or probability distributions [3], instead
of simply probability points. The interested reader is referred to Section 7 of [41]
for a description of existing probabilistic frameworks for attack tree-based anal-
ysis. Another example highlighting the importance, but at the same time the
difficulty of quantifying security is the risk metrics. Various formulas for risk
exist. In [37], the authors state that the standard way of defining risk is ‘the
likelihood of an incident and its consequences for an asset’, with all the words
used having some specified meaning. This definition is used for instance in the
French risk analysis method EBIOS [I]. It relies on two factors only, but other
definitions are possible. In [12], risk has been defined in terms of cost, probabil-
ity, and impact. For a discussion on possible three-factor and many-factor risk
measure definitions see Chapter 11 of [37] and references therein. On the one
hand, the fact that there are many risk metrics definitions can be seen as a pos-
itive thing, because it allows the expert to select the one that is most suitable
in a specific analysis context or wrt the available input values. On the other
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hand, however, different risk formulas will provide different results, so it might
be unclear which risk formalization should be used in which case.

To conclude this discussion section, we would like to stress that graphical
security models are not the silver bullet for the risk assessment process, and
that their role is to accompany other threat and risk analysis approaches, such as
penetration testing, red teaming, standardized ISO 27XXX-compatible methods,
e.g., [1I29], etc. Each of these methods focuses on different types of attacks and
different security problems, so it is worthwhile to combine them in order to get
the most complete and full-fledged results.

4 Optimal strategies for the attacker and the defender

We now present the results of the power meter tampering scenario analysis. We
begin, in Section by determining sets of countermeasures that the defender
can implement under specified budget and that are optimal wrt a given criterion
(coverage or attacker’s investment). For some of these sets, we then perform a
what-if analysis: if a given strategy of the defender is implemented, what are the
attacks optimal wrt one (Section or many (Section parameters? Our
objective is to verify whether an attacker having a profile of Antoine would be
able to launch a successful attack on its power meter. Due to space restrictions,
this section summarizes some main observations drawn from our analysis. The
files presenting the raw data and all the obtained results are available at https:
//people.irisa.fr/Wojciech.Widel/studies/meter_study.zip.

Performing this analysis is a laborious task, because the underlying algo-
rithms are complex [13124125] and our tree is too big to be analyzed manually.
To obtain the results presented in this section, we have used the 0SEAD tool that
supports the techniques proposed in [I3l24], and [25]. We postpone the technical
description of 0SEAD to Section [5}

4.1 Selection of optimal sets of countermeasures

The choice of an optimal strategy for the defender depends on the budget that
they have at their disposal, and on the optimization problem of interest. In
our study, we consider a small, local electricity provider, and we thus analyze
three possible values for the defender’s budget: 20000, 30000, and 40000 euros.
Table [3] presents optimal strategies for a defender interested in maximizing the
number of prevented attacks (coverage problem) and another one focused on
maximizing the necessary investment of the attacker necessary to achieve his
objective (investment problem). They have been obtained using the 0SEAD tool.

Requiring authentication for introducing changes in power consumption con-
figuration (de) and performing thorough background check before hiring new em-
ployees (d7) is an optimal strategy for a defender interested in covering a maximal
number of possible attacks and having the budget of 20000 euros. We denote this
strategy by D;. Under the same budget, but with the goal of maximizing the nec-
essary investment of the attacker in mind, the optimal behavior of the defender
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would be to enforce policy to minimize Internet disclosure (dy), enforce policy
to minimize leakage of physical artefacts (d3) and perform thorough background
check before hiring new employees (d7). This ensures that the minimal necessary
investment of the attacker into achieving the root goal is 14. This means, in par-
ticular, that the execution of the three actions prevents all the attacks having
cost of 0 euros.

The other two strategies that we consider are Dy which corresponds to Dy
extended with the action of enforcing policy to minimize Internet disclosure (ds),
and D3 consisting of enforcing policy to minimize Internet disclosure (ds), en-
forcing policy to minimize leakage of physical artefacts (ds), performing thorough
background check before hiring new employees (d7), and tracking popular social
engineering attacks and warning personnel (dg). These strategies are optimal for
a defender having 30000 euros, and interested in the coverage problem (D) and
the attacker’s investment problem (Dj3), respectively.

Finally, a defender having 40000 euros is able to fully secure the analyzed
system, by implementing countermeasures dj,ds,de, and d;. Due to space re-
strictions, we refer the reader to Table [1| for their meaning.

Table 3: Optimal strategies of the defender

Coverage problem Investment problem
Defender’s Optimal Prevented/ Optimal Necessary attacker’s
budget strategy /preventable strategy investment
20000 D1 == {d67d7} 29/33 {dg,ds,d7} 14
30000 |Dy ={d2,ds,d7}| 31/33 |D3 = {d»,ds,d7,ds} 14
40000 {dz,ds,de,dq} 33/33 {dg,dg,de,d'{} —+00

For the rest of our study, we retain the strategies D1, Do, and D3 and look
for optimal attacks in the case when one of these strategies is implemented by
the defender.

4.2 Attacks optimizing single parameter

For determining attacks optimal wrt to one parameter, OSEAD first extracts the
attacks from the model (attacks in the sense of set semantics defined in [25]),
and then computes the values of the parameter corresponding to each of them.
In total, there are 33 attacks in the studied scenario, and their list is available at
https://people.irisa.fr/Wojciech.Widel/studies/meter_attacks.txt.
Whether an attack is successful or not depends on the countermeasures that
are implemented by the defender. The attacks of interest for us are those that
are not countered by at least one of the three defender’s strategies Dy, Dy or
Ds. There are twelve such attacks, and they are presented in Table [

By analyzing the data gathered in Table [4] we notice that if the defender
decides to implement one of the strategies D; or Ds, Antoine will be able to
succeed only by executing some of the attacks from the social engineering ap-
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proach. If the strategy D3 is implemented, then the only possible attacks are
those from the do it yourself approach.

Once the values corresponding to the attacks are obtained, 0SEAD returns the
optimal ones. We list them in Table |5 This table can be used to check whether
an attacker of interest would be able to launch a successful attack. We recall that
Antoine is a fifth year student of an engineering school. We assume that he has
advanced technical skills, but he has only basic knowledge of cybersecurity. As
most of students, he is not rich, but he can manage his time availability freely.

On the one hand, since the cost aspect is of the highest priority for Antoine,
he would analyze the attacks optimal wrt to this parameter first, see the Cost
column in Table 5] The preference is given to attack As which consists of having
physical access to the power meter, acquiring information from dumpster div-
ing, selecting technician for reconfiguring power meter, coercing technician into
reconfiguring power meter and the technician reconfiguring power meter using
authorized software/tools. While this attack is optimal from the point of view of
cost and all the three skills levels under strategies D1 and Ds, it would require
from Antoine to force someone to perform an action punishable by law. Also,
A, is not prevented by the strategy Ds. Indeed, implementation of D3 counters
all the attacks from the social engineering approach.

On the other hand, D3 does not secure the meter from any attack in the do it
yourself approach. An interesting attack within this approach is Ag, consisting
of having physical access to the power meter, making optical probe, finding and
downloading software for hacking power meters, using optical probe to establish
connection to the meter via the optical port, and reconfiguring power meter us-
ing unauthorized software. Note that Ag corresponds to the profile of Antoine,
from the point of view of his resources and skills. Its only drawback is that its
probability of success is quite low — only 0.26, as can be seen in Table [0}

Thanks to Table [5} we can also study the impact of the implemented coun-
termeasures on the attacks available to the attacker. Upgrading the system’s
protection from D; do Dy (by enforcing policy to minimize Internet disclosure)
at the cost of 9600 euros (see Table 1)) is not worthwhile if the defender considers
cheap attacks to be the most tempting for the attacker — the attack As achieves
the root goal under both strategies D and Ds. However, if the defender aims at
making the attacker less likely to succeed, then this investment is beneficial, as
it lowers the attacker’s success probability from 0.41 (for attack As which would
not work under D3) to 0.10 (for A4 that still works when Ds is implemented).

4.3 Attacks optimizing several parameters

Unfortunately, for every attack listed in Table [5] i.e., optimal wrt to some given
parameter, there always exists another one that is better from the point of view
of another parameter. To overcome this problem, we are now looking for Pareto
optimal attacks, i.e., attacks that are not dominated by another one, while taking
all six parameters into account simultaneously.

The Pareto optimal attacks are presented in Table [f] along with the values
corresponding to their execution. Observe that under strategies D or Do, all

20



ta

ta

ta

ta

¢

ta

ta

ta

NQ;Q

NQ;Q

[nJssadons s yoejje oY) YIIYm Japun A39jer)s s Jopusja(

110d Teor3do o1 BIA 1930 9} O} UOI}IIUUOD YSI[qe)sd 0} dqoid Tesrydo asn

S[BIJUSPAID I930W Jomod SUI[BOASI OJUT URIOTUYDD} HOLI}

S[009 /oremyjos pazuioyne Suisn 1ojowl 1omod SoIMSHUOIeT URIIIUYDI)

Jojota Tomod WQCSWEQOOQM I0J URIDTUYODY} }I9[9S

S[eIIUSPaID I9joW Jomod SuTure)qo JIoj ueIdIuydd] 1999

oIeM1JOS pozLIoyjIneun 3ursn Iojoul Iomod 2Insyuooal

s[009 /orem)jos poazioyine Juisn 1ojowl tomod oI3yuooal

sTerjuapald ojowr remod apraoid

yorjye 90I0F 9NIq uriojrod

muﬁ@QOQQHOO olempley Usomjoq UOoIedUNWuod I0}uoua

juouodwod sremprey woly dwmp ejyep o9y} el

oqoad Teorydo eyewr

>SS S

dump oy} ur sferyuepaid pajdAIous 93ed0]

srerjuapa1d jdesrajul

SIS S

Tojowr Tomod o) 09 sseodr [rorsAyd oary

Jopraoid AS1oue o) Aq uIeul se paLojduwe j03

uRIOIUYDS) Py se pakojduws 108

s197ow Iomod SuIYoRY I0] 9IRMIJOS PRO[UMOD PUR PUL

S[eIju9PaId J0eI}Xd

>SS S
>SS S

S[RIJURPaId I9jowr 1omod I9jua

soofordwe 1M sdisso8 Sursuryoxe A UOTIRULIONUT 109[[0D

STeIjuopaId I9jold Tomod wﬁzﬁw\wmﬁ OJUT URIdIUYO9] 931900

1939w 19mod 9} SULIMSHU0I9I 0JUT URIIIUYDD) 9DIS0D

aqouad [eonydo Anq

S[RIIUOPAID 930U 1oMOd [89ADI O} URIIIUYID) dCLI]

J9jouta Tomod oyl @MSM@QOU@H 0} ueidIuUYOo9} oqLIq

90Inos joursu] oljqnd woly uoryeuriojur axmboe

MEM\/MU H@PWQESU wWoJJ uorjeunIojut @HMSUUG

m:\

H:\

o:\

oy

N4

v

v

4

4

v

v

uorjoe diseqg

(A) pafiojdwa 926 ¢{(S) Buruaurbua 01205 {(X) f1asunofi 31 op
:yoeoadde Suryoeyy

QUIO)UY 09 SqR[IRAR SYOR})E 91} JO dWOG F d[qe],

21



Table 5: Attacks optimal wrt a single parameter and their values

Attacks optimal wrt
Defender’s
strategy Cost Time Prob Cyber Tech Social
Dy P e A Il AW
Optimal value| o | 100 | 041 | 0 | o | 3
Do As Az, Ay Ay Az, Ay Az, Ay Az, Ay
Optimal value| o | 1000 | 010 | 0o | o | 3
A5 AG A5 AG A57 AGa
Ds A ’ A T As — A2 Ao A 7A T | As, Ao, | As — Anz
7, Ag 90, A1z | 4y
11, A1z
Optimal value| 4 | 100 | 064 | 1 2 | 0

of the attacks available to Antoine are Pareto optimal, including the attack
A, discussed in the previous section. If the strategy D3 is implemented by the
defender, there exist eight possible attacks that achieve the root goal, but only
two of them are Pareto optimal, namely Ag and Ag. It is crucial to notice that
Ag is a very interesting attack. It is almost the same as Ag, except that it
involves buying optical probe instead of making it. Attack Ag is optimal wrt to all
parameters, except cost. However, when checking its cost value, one realizes that
the investment necessary to perform it (71.2 euros) would probably be acceptable
for Antoine. The greatest advantage of Ag is that its success probability (0.64)
is significantly higher than that of Ag (0.26).

Table 6: Pareto optimal attacks and their values for: cost (¢), time (t), prob (pb),
cyber skills (cs), tech. skills (ts), and social skills (ss)

Defender’s strategy|Pareto optimal attacks| Values (c,t,pb, cs, ts, ss)
D, Ay (0, 100, 0.24, 0, 1, 3)

Ao (0, 1000, 0.06, 0, 0, 3)

As (500, 100, 0.41, 0, 1, 3)

As (500, 1000, 0.10, 0, 0, 3)

Do Ao (0, 1000, 0.06, 0, 0, 3)

Ay (500, 1000, 0.10, 0, 0, 3)

Ds Ag (14.0, 100, 0.26, 1, 2, 0)

Ag (71.2, 100, 0.64, 1, 2, 0)

The importance of the multi-parameter analysis is further illustrated by two
facts. First, securing the system in a way that maximizes the necessary invest-
ment of the attacker, by implementing D3, not only leaves the system vulnerable
to more attacks than it is the case for the coverage problem (eight attacks versus
two or four, see last row of Table 7 but also allows the attacker to execute at-
tack Ag, which has a high probability of succeeding. Second, when the defender
implements strategy Ds, the attack Ag is among the cheapest ones, and the
attack Ag is the optimal one wrt the probability. When we analyze the scenario

22



taking only one of these parameters into consideration, we overlook one of these
two attacks. But both of them are Pareto optimal, and as such, both can be
considered equally appealing for the attacker.

5 The 0SEAD tool

We now present the OSEAD tool — Optimal Strategies Extractor for Attack—
Defense trees — that we used for performing analysis of Section [ We describe
its features in Section [5.1} its performance in Section [5.2] and give some imple-
mentation details in Section

5.1 O0OSEAD from the user’s perspective

0SEAD allows its users to benefit from the theoretical developments of [I3124125]
in a simple and intuitive way. Users operate the tool in a step-by-step man-
ner, via a graphical interface illustrated in Fig. 0] The first step is to provide
a file storing the structure of the ADTree of interest, which is an XML file
produced by ADTool [I7], well-known software for creating ADTrees. Further-
more, should the user want to analyze an attack tree created with the help of
ATCalc 2] or ATE [4], the output files of these tools can be easily transformed
into an ADTool-like XML file with the help of ATTop [27]. The XML file, compat-
ible with ADTool and OSEAD, containing the entire ADTree for tampering with
the power meter is available at https://people.irisa.fr/Wojciech.Widel/
studies/meter_study.zipl

# OSEAD: Optimal Strategies Extractor for Attack-Defense trees - o x

[ TREE SELECTION I TASK SELECTION I BASIC ASSIGNMENT I RUN ANALYSIS
" Find optimal attacks Selected task requires
Select ADTool xml output file: Mumber of attacks: i i‘
Browse Aftribute to be optimized:  |cost ﬂ 1 assignment of cost and Run
4 assignments of skill/diff.

Path to currently loaded tree: 1 assignments of probs Start: Apr 4 11:09:29

...onfigure_power_meter_final.xml _f“ Find Parz_ato optimal an_acks ook botoia sk clinoh Extracting attacks...

actions executed by the defender.
Number of costs: 1 Done: Apr 4 11:09:29

Number of skills/difficulties: [4 3 Preview/Modify assignments Extracting optimal attacks.

MNumber of probabilities: 1 Done: Apr 4 11:09:29

" Find optimal set of countermeasures Analysis finished!
Defender's budget: 0
Optimization problem: coverage é‘ Save results to bt

Fig.9: 0SEAD’s main user interface

Once the tree is provided, users select the problem of interest, which is ex-
traction of attacks that optimize a single parameter (tab Find optimal attacks in
Fig. E[), attacks that are Pareto optimal (tab Find Pareto optimal attacks), or an
optimal strategy of the defender (tab Find optimal set of countermeasures). The
last step preceding the actual analysis is the assignment of values of parameters
of interest to the basic actions in the tree. The values can be entered manually,
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imported from an XML file generated by ADTool, or loaded from a TXT file
produced by OSEAD, as visualized in Fig. With all the inputs provided, 0SEAD
solves the optimization problem specified by the user. The results obtained can
be exported to a TXT file.

5.2 0SEAD’s performance

To solve the optimization problems, OSEAD first extracts attacks, as well as de-
fender’s strategies in the case of optimal set of countermeasures selection, from
ADTree. Theoretically, this means that either a set semantics [8] or a defense
semantics [24] of the tree is computed. The worst case size of both of these
semantics is exponential in the number of basic actions of the tree. Another
possible bottleneck in the process of determining an optimal strategy for the de-
fender is solving the integer linear programming problem (ILP). 0SEAD employs
free ILP solver 1p_solve [7] to achieve this task.

Table 7: 0SEAD’s runtime for determining Pareto optimal attacks

Name of file | Number Name of file Number of .
. . . . Number Pareto Runtime
storing tree | of basic storing basic . .
. . of attacks optimal in seconds
structure actions assignment
attacks
tree03 16 tree03 1 cost 640 2 1
treel0 26 treel0 1 _cost 14336 3 438
treel?2 17 tree12 5 costs 2436 63 11
tree29 22 tree29 5 costs 640 304 1
tree30 23 tree30 5 costs 704 184 1
tree32 25 tree32 5 costs 832 378 1

In practice, OSEAD performs well. Each of the problems considered in Section[4]
was solved in time not exceeding one second, on a Windows machine running In-
tel Core i7-5600U CPU at 2.60 GHz dual core with 16 GB of RAM. We have also
tested OSEAD’s performance on trees having structure significantly more complex
than the one studied in the previous sections, i.e., on trees encoding hundreds and
thousands of attacks. Using trees available at https://github.com/wwidel/
pareto-tests/tree/master/trees| and basic assignments given at https://
github.com/wwidel/pareto-tests/tree/master/assignments, we have mea-
sured the time OSEAD needs to determine Pareto optimal attacks. An excerpt
from the tests’ results is presented in Table [7}

5.3 Implementation details

0SEAD’s computation engine and its user interface have been implemented in
Python. Its architecture is depicted in Fig. The implementation model con-
sists of the Tree Model (storing the tree structure), the Attribute Domain (defin-
ing operations to be used when determining optimal attacks, e.g., (min, +) in
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the case of cost), the ILP Problem (derived from the Tree Model, using defense
semantics, and storing the matrix of the selected optimization problem) and the
Basic Assignment (storing values of parameters assigned to the basic actions).

User

interact o __
___________ —_ ’ 1
! GUI ' ' Implementation Model |
load K icreate | ! )
XML Tree Selection ' 0 Tree Model ] set,semantics
] 1 &

save/load, | .
/ » Basic Assignment Icreate: [ ILP Problem % Ip_} solve save
1
1 ! ! —
load ! |Run Analysis| create [ Basic Assignment ] TXT
) 1
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: wcreate |
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' | Task Selection | | Attribute Domain ] ! Results
' 7

Fig. 11: An overview of the OSEAD architecture

OSEAD is open source and it runs on all main platforms. The version for Win-
dows can be downloaded from https://people.irisa.fr/Wojciech.Widel/
suftware/osead.zip. Using OSEAD on other platforms requires installing the
adtrees Python package [36].

6 Conclusion

In this paper, we analyzed a real-life scenario of tampering with a power meter,
using an ADTree. In addition to the actual evaluation of the power meters’
security, this study allowed us to validate the quantitative analysis methods
that we have recently developed for ADTrees with repeated labels [I3124]25].
To facilitate and automate their usage, we have implemented the 0SEAD tool
described in Section Bl

We took great care so that our model and analysis are as unbiased and
impartial as possible. The tree was created by crossing several industrial and
academic sources, and the input values estimation was performed by independent
participants with various cultural background, from Estonia, France, Poland, and
Russia.

As discussed in Section we were able to confirm the intuitive conjecture
about the practical importance of the multi-parameter analysis. We note that,
despite the fact that the algorithms implemented in OSEAD are highly complex,
the tool performs extremely well when applied to trees encoding hundreds of
attacks, and reasonably well in the case of trees with up to several thousands of
attacks.

This study corroborates practical usefulness of ADTrees in security and risk
analysis. However, solutions for some pragmatic issues still need to be found.
The bottleneck of our study was the attribution of parameter values to basic
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actions. While for some parameters, e.g., cost, finding an accurate estimate is
easy (nowadays, it suffices to search on the Internet), for some other, e.g., success
probability, this task is much more difficult, if not impossible. More research
and practical investigation is definitely necessary before a reliable methodology
for the estimation of values for basic actions can be proposed. In parallel, one
could also investigate how sensitive the quantitative analysis methods proposed
in [I3I24)25] are wrt input values, i.e., how do errors propagate through the
computations, if the input values used are not exact. In the light of its very
promising efficiency, it seems that OSEAD will greatly facilitate performing this
task, and this is the issue on which we will concentrate in the nearest future.

Finally, we would like to emphasize that an attack tree-based analysis, as
the one performed in this case study, does not fully cover the entire process
of risk analysis. For instance, a practical issue regarding Antoine’s return on
investment was not discussed in our work. This issue includes the analysis of
the actual gain of Antoine versus the necessary expenses related to making the
tempering possible, or the estimation of minimal time after which Antoine’s
investment in attacking the system would start to pay back. Also, one should
not forget about a completely separate dimension of risk of being arrested for
performing illegal tampering. Although we judged these aspects out of scope of
our study, in real life they should be investigated before a trully optimal attack
can be identified.
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A Optical power meter

Fig. shows a power meter with an optical port. Fig. illustrates how to
connect to a power meter using an optical probe.
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Fig.12: A power meter with an optical port (source: https://nl.wikipedia.org/wiki/
1EC_62056))

Fig.13: Optical probe connected to the power meter (source:
https://wuw.aliexpress.com/item/China-Manufacturer-DHL-free-Shipping-electricity-
optical-meter-reading/32455842504.html1?spm=2114.10010108.100009.1.6810cc24s01ZC4&gps-
id=pcDetaillLeftTopSell&scm=1007.13482.95643.0&scm_id=1007.13482.95643.0&scm-url=1007.13482.
95643 . 0&pvid=65873a85-f01b-4876- 970d-b58b38041880)
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