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GIRA: General model for incident risk analysis

Threat Exposure

p(t)

Incident
Materialisation

p(mlt,r)

Incident Response
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Consequence
in Managed System
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Asset Status

S

z
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GIRA: General model for incident risk analysis

Risk calculation

p({ob},{'éj},{ck},m,t) — (01, OB,y rn CLy e CR M, ) =
K

. [ﬁ parllis € 1)) [}jlp(m{ck c €} {s- & 5, | T plectm, | tomle. 1o

Risk evaluation
Maximising expected utility: »* : max(r)

P(r) = / / {ob} {ob}, {i;}, {cr},m, t) dt dm dcg . . .doy

.. or other alternative method: e.qg., prospect theory.
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CSIRA: Simplification of GIRA For cybersecurity

Framework for simple risk analysis
And non-expert use
Likelihood: certain, possible, rare and impossible

Risk evaluation: ordering risk scenarios derived from the incident
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CS I RA: Exa m p le Mperme:;r?::::sf:t: inl

case model A —

Fresh installation
of HMI PCs

Incident Materialisation:
. Execution of wiper malware

Consequence in MS 1:
Disruption of OS of the HMI PC

Consequence in MS 2: _
ICS under maintenance nsset Status.

_Drilling status

Impact on
Asset 5:
Environmental
accident

Equipment
integrity

Objective A:
Monetary

Objective B:
Safety

Objective C:
Environment
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CSIRA: Risk calculation example (I)

Likelihood Probability

Certain P(s)=1

Possible P(s) = (a,1)

Rare P(s) = (0,a)

Impossible P(s)=0 EE:rr\fl EE:r:fZ

Rare Rare
Event 1 Event n

Possible Rare Possible \ Rare
Event 1 Event 2 Event2 / " Event
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CSIRA: Risk calculation example (Il)

Possible in (1x102, 9.99x101)
Rare Level 1 in (1x1012, 9,99x1011)
Rare Level 2 in (1x1022, 9.99%x10-21)

Event 2 Rare 6x1012 3x1013 Rare

Alternatively, for simplification:
Rarer than rare for Level 2 and higher
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CSIRA: Risk calculation example (11l)

s o
Wiper malware present in ICS
P of HMI PCs
Emr::m E Installation
I Leave it asis
Incident Materialisation:

Execution of wiper malware

TEstatus > | Present | False alam
IR status > |Install |Leave |Install |Leave
Running 0 P 0 0
Notrunning| 1 [P [ 1 |1

Consequence in MS 1:
Disruption of OS of the HMI PC
IM status > Run. | NR
Disruption R1 0

Correctstatus | P
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Elicitation of preferences for the response scenarios only.

E.qg., for a Bayesian Network with 2 states in the response
node and 3 objective nodes with three states:

* Complete utility elicitation (with certainty) requires
comparing 27 scenarios ...

e ... and at least 2/3 times more with uncertainty

* CSIRA: Just eliciting the preferences for the responses. In
the example, comparing 2 scenarios.



CSIRA: Risk evaluation example

... €.g., In the example case,
compare between two responses:

Does not Dc(:)reesa tneOt
€0 Possible create Possible i i
safety risk €0 Impossible sa_fety Certain
risk
€ 100.000 - Creates Rare Level Creates
€ 1.000.000 RElE safety risk 2 gll %%8 %%0 Certain safety  Impossible
R risk
Rarer
€ 1.000.000 > Level 5 € 1.0(10.000 Impossible
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On-going / future work

R framework for GIRA-based risk studies
Small program for CSIRA/simple-GIRA

Mature/evolve them in real applications

Support
AXA-ICMAT Chair | H2020 CYBECO Project | RFFVEST CIRFOG Project | MINECO | COST Action
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