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Motivating example
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Conflicting goals: Privacy vs. Utility

We need to release aggregateinformation about data without leaking
information about an individual involved in the incident

* Aggregateinfo: Number of crew members of nationality X in the ship

* Individual info: Is a particularcrew member of nationality X?

Problem: Aggregateinformation may leak information on individuals
Number of crew members of nationality X in the ship,
Number of crew members of nationality X in the ship excludingY



Differential privacy (Dwork 2006)

K gives g—differential privacy if for all values of DB, DB’ differing
in a single element, and all S in Range(K)

Pr| K (DB) in S]
Pr[ K (DB’) In S|
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Differential privacy (Laplacian noise)
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Accuracy loss!

Source: Gerome Miklau and Michael Hay



NAPLES project’s goal

Develop theoretical foundations for implementing tools that

* Let one model stakeholders and flows in the Business Process Model and Notation
(BPMN)

* Find data leaks in these process models, taking into account the Privacy-Enhancing
Technologies used in the as-is models

e Quantify leakages using differential privacy
e Quantify accuracy loss

* Suggest relevant privacy-enhancing technologies to reduce privacy leaks

See http://pleak.io




Usage scenarios

*Support privacy audit of existing system

=\What will each stakeholder of the System learn about a
private data object? e.g. with respect to differential privacy

*Build a new privacy-aware system

=\What will each stakeholder of the System learn about each
private data object?

=\Which Privacy Enhancing Technologies would help reducing
the leakage?



Architecture

Program Analyzer

Web interface

Process Analyzer



Adding privacy-enhancing technologies

Organization X
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(ships, disaster) -> {

}

avail food =0;
avail ships =[];
for (ship in ships) do {
fuzzed loc = ship.loc() + Lap?(3);
it (dist(fuzzed loc, disaster.loc()) / ship.speed() <=2
&& ship.cargo type() == "food"
&& !ship.contains(dangerous materials) ) {
avail food += ship.cargo();
avail ships.append({ship.name(), fuzzed loc});
}
}
avail food += Lap(2);
return (avail food, avail ships);
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Annotating the model with DF and sensitivity bounds
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Differential Privacy Disclosure (Roles)

Emergency Officer
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T Emergency Officer ~ Evacuees 0.1
. B Emergency Officer ~ Communities Full disclosure
; Dispatcher Evacuees min(0.1, 0.1*0.2) = 0.02
i Dispatcher ReservedFor 0.2
Dispatcher Ships 0.1+0.1=0.2
Dispatcher Communities Full disclosure
Organization Y Evacuees min(0.1, 0.1*0.2) = 0.02
Organization Y Ships 0.1+0.1=0.2
Organization Y ReservedFor 0.2
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Data processing workflows
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Model with DF/sensitivity bounds
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Generalized sensitivity

* Generalized distances —any partial order with addition and least element
dx : X x X — Vx
. f : X =Y has sensitivity Cf - Vx = Vy

* Differential privacy is a specific case of generalized sensitivity

dap(x: X') —§1€1P|1n v)/X' (v))]

* Generalized sensitivity is composable, i.e. Cfog = Cf * Cq

Proposition 2. Fori € {1,...,n}, let f; : X — Y; be c;-sensitive with respect
to the distances dx on X anddy, onY;. Let f' : Yy x---xY, — Z be c,-sensitive
with respect to the distances dy, on'Y; and dz on Z (for alli € {1,...,n}). Then
the mapping g : X — Z, defined by g(z) = f'(fi(x),..., fa(z)), is D2, cic-
sensitive with respect to the distances dx on X and dz on Z.
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Model with DF/sensitivity bounds
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Model with DF/sensitivity bounds
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Result of analysis
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Differential Privacy Disclosure of a Data Source to a Party
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Outlook

* Extend privacy analyzer to cover a broader class of BPMN
process models

» E.g. adding conditional branching

* Principles of program analysis for DP
" For arbitrary generalized metrics and sensitivities

* Defining a super set of BPMN, with ad-hoc constructs to model
privacy related concerns (i.e. PA-BPMN)

*Building the PETs library & extend PA-BPMN to cater for other
PETs besides differential privacy
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