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Model-based Security Assessment 

• How secure is my/your/their system? 
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The Challenges 

• We have an impressive range of tools / methodologies 

 

 

 

 

• However, there is a lack of conductivity between  
tool developers & security practitioners  

– Diversity of our methodologies and tool designs 
makes it challenging to understand their respective 
strengths, compare or integrate their results 
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The Envisioned Role of CISSA 
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Our Contributions 

• A framework for specifying common input scenarios 

– Organizing essential info needed for conducting model-based 
security assessment 

 

• A feasibility study:  

– Six sample input scenarios based on real-world cyber incidents 

 

• Assessment of practical benefits of using CISSA:  

– We compared three security assessment tools by applying them 
to study sample input scenarios 
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What Constitutes an Input Scenario? 
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An Example CISSA Case 
 

“Data Breach at Target Corporation, 2013” 
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(N) Components & Network 
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(O) Operations 
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(D) Data 
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(U) Users 



(A) Attack 
• Attacker 

– Cyber criminals 

• Attack steps 
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(X) Undesirable Outcomes 
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• Loss of credit card data 

• Loss of PII 



(C) Countermeasures 

• Perimeter defense mechanisms 
– Firewalls, access control, etc. 

• Intrusion detection/prevention 

• End-point security 
– Timely patching, updated antivirus, disabled USB port, etc. 
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• How effective are they in thwarting attacks? 
 

• What are the associated costs? 



Putting everything together 
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• Publicly available at http://www.illinois.adsc.com.sg/cissa/ 
– 6 CISSA cases 

– Each case contains XML files for the 7 CISSA elements 
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An Initiative to Build CISSA Repository 

http://www.illinois.adsc.com.sg/cissa/
http://www.illinois.adsc.com.sg/cissa/


Lessons Learned 

• The need for iteration 

– We added the user input after identifying a gap in a 

previous ontology related to the modeling of human-
centric attack vectors such as phishing 

 

– We found it hard to decide the level of details to be 
included in CISSA 

• Real-world systems incidents are complex 

• There may be no “right” level of details 
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Evaluating Security Assessment Tools 
using CISSA 
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CISSA in Use 

• We use CISSA to study 3 different security 
assessment tools 

 

 

 

 
– We apply a best-effort approach here 

– All three tools need extra information beyond CISSA 
inputs 
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The Goal of Our Evaluation 

• Does a common ground provided by CISSA 
shed light on comparing and selecting existing 
security assessment tools? 

 

• Does CISSA help reveal aspects where existing 
assessment tools are doing well and/or can be 
improved? 
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Security Aspect/Features  
in Tool Assessment 
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• Technical: e.g., how do the network topology and 
configuration of the assessed system affect its 
security standing, for a particular scenario? 

• Operational: e.g., how much would a better 
incident response procedure change the system’s 
resilience against the given attack? 

• Organizational: e.g., how effective could a better 
security awareness program be at thwarting an 
attack in a given environment? 

 



Experiment I: Technical Aspects 
 (Impact of Network Configuration) 

• MulVAL can easily model topology changes 
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If Web Navigator server  
is removed 

• BDMP: One needs to manually change the model to study the 
impact of varying network topologies and configuration setup 

• CySeMoL: Manual construction in the beginning, but easier to 
alter and re-run experiments 



Experiment II ---- Operational Aspects 

• Impacts of a better incident response procedure? 

– No explicit built-in notion of time in MulVAL 

– CySeMoL allows users to vary the attack duration 
parameter, which indirectly models the response 

– BDMP provides direct modeling support of defense 
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Experiment III ---- Organizational Aspects 

• Impact of a better security awareness program? 
– CySeMol has a built-in model for “SecurityAwarenessProgram” 

– In general, organizational aspects are less well modeled in existing tools 
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Observations 

• The need to clarify inputs explicitly 
– A tool’s input = CISSA + Δ 

– Different Δ leads to different outputs, e.g.,: 

 

 
 

• Integration of different tools 
– Each has its unique strength 

• Modeling security beyond technical level 
– We see less support when we move from technical- to 

operational- to organizational-level modeling 
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Looking Forward 

• Need more CISSA cases 
– Different categories 

– Different attack tactics 

– Different system & network topologies and defenses 

• Need more iterations about the basis 
– Hopefully converging on some usable framework 

– Collectively decide what information should be included 

– Come up with benchmarks / metrics for comparing the tools 

• Most importantly: Attract people to use them 
– Approach: Devise parsers that convert CISSA to inputs of different tools 

– Goal: More case-driven cross-comparison among different tools 
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Call for Action:  
Sustained community effort is needed 
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