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Overview

Threat modelling for composite services
to support both prevention and correction.

¥ Goal-oriented modelling (STS-Tool)
W Service process modelling (BPMN)
@ Threat repository

B Dynamic adaptation at run-time
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p/.rhcloud.com/result/Ziata= AMS&urr ’ X || ©© Aniketos ATM demo service % | =2 Notification Trigger

Welcome To Amsterdam Airport Schiphol (NL)
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Socio-Technical Security Modelling
Language and Tool

B STS-Tool

m Graphical representation
m Consistency/implications analysis Threaten
B Formal requirements output Event 1

® Well defined methodology

B Tutorial and free download: L
www.sts-tool.eu

~ :3?’ "“
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http://www.sts-tool.eu/
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Threats iIn STS-Tool
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& ST5-Tool Ver.1.33
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Threat Analysis in STS-Tool
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Security Requirements Document
with threat analysis

® Demo...
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m requirements-decument.pdf - Adobe Acrobat Pro EIIEI

Eile Edit View Window Help

@C'ﬁ“"@D@-‘@@@@@@)@TIT&%E R
> Tools Comment
l! 4.3. Threat Analysis I

The purpose of the threat analysis is to present the impact of events in the overall model. when
they threaten specific elements of the goal model such as goals and documents.

More details for threat analysis are provided in Appendix D.

The Threat analysis for the STS-example has identified the problems summarised in Table 4.

S5 |
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3 ||\I

[

Type Category Text Description
o The event Tampering threatening Get airport info and Get
ERROR Risk Analysis Impact of event Tampering in the weather, threatens also Airport report, Destination report

diagram obtained, Airport report, Destination report obtained, Auport
report and Destination report obtained.

The event Unavailable component threatening Destination

i . report obtained and Generate map, threatens also Airport report.
ERF.OR Risk Analysis Impact of ev ent Una?' ailable Airport report, Plot on the map, Destination report obtained,
component in the diagram Airport report, Get airport info, Get weather, Destination report

obtained and Get a map.
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Model transformation
B STS 2 SRS - BPMN

- B
5~ MTM Transformation - BPMN generation from SRS E@g

Threats mapping

Configure the threats to be attached to one or more service tasks.

Tampering e

ASG SWIM Access point Denial of Service ) )
Unavailable component Goal(s) threatened: Get airport info : Get weather

Threatened BPMM service tasks
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Service Composition Framework

Airport geocoding

® SCF allows service designers to O
B Specify a service process model (BPMN)
B Discover services for service tasks
B Deploy secure composite services

&
Get airport weather

B Extension of Activiti Designer

B HMI for Aniketos security services
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ANIKET OS

Home Services

Service Url:

Service Name:

Provider: SINTEF
£ Search

Airportinformation

Aniketos Repository

http://services-

Aniketos

Forum

«Search

General information about

http://services-

(HTTP) aniketoswp?.rhcloud.com PP aniketoswp? . rhcloud.com SINTEF airport atm
Jairportinfo/service?wsd| P ) fairportinfo/service?wsdl
http://services- http://services- )
AirportMetecPOls aniketoswp7.rhcloud.com Meteo POIs for airports aniketoswp?.rhcloud.com SINTEE Fri:;f]ﬂ;:e?;t
(HTTP) JairportMeteoPois (faked). JairportMetecPois 2tm P
JSservicePwsdl Jservice?wsdl
http://services- http://services- http://services-
ATMDemoResultMailer | aniketoswp?.rhcloud.com | aniketoswp?.rhcloud.com | aniketoswp?.rhcloud.com SINTEE mail
(HTTP) SatmDemoMail JatmDemoMail JatmDemoMail DemoResult atm
Jservice?wsdl Jservice?wsdl Jservice?wsdl
anike?;iff??l:ill‘:uz com Create a link that carry anike?;gif??mlt:jé com
ATMDemoResultLink p/- ) data for a web presentation P ) SINTEF atmDemoResult

JatmDemoResultLink
[servicePwsdl

of the demo service result.

JatmDemoResultLink
Jservice?wsdl

WeatherService

http://services-
aniketoswp7.rhcloud.com

Access current weather

http://services-
aniketoswp?.rhcloud.com
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Threats iIn SCF

® Demo...

SEVENTH FRAMEWORK
PROGRAMME

18



2 oF o

gy of | o 7| B 0| @ @ 100% -

Quick Access

U~ *AirportReportactiviti £ l

a8

= 8
< Palette [
[:3 Select
i i} Marquee
Get airport weather [~ Connection
[~ Ewvent
i (= Task
Airport geocoding = Gateway R
<-I> ParallelGateway
@ ExclusiveGatew...
Get local Publih report 4’0 @ InclusiveGatew...
observations
[= Boundary event <
@ TimerBoundar...
) ErrorBoundary...
@ ThreatEvent

[~ Intermediate event

(= Security

E Properties| & Problems| = Conso|e|

- -
= - g

General Operation type: PlotPoisOniap

fT Service Configuration Requested Provider:

Listeners

Multi instance Requested Provider Role:

Security

Need-to-know [ Dizcowver service candidates

ANIKES OS

Type Cloud

-~

m

S —
SEVENTH FRAMEWORK
PROGRAMME

19



Prepare dynamic runtime

® Demo...

General Rules for dynamic runtime

Security Requirements

[Create a new ruIE...J

Plans creation

F Runtime behaviour Plot map - servicetaskd
Deplay
R ID  Type Description Value Scope Action Edit

0 Threat level ch.. DDo5 attacko.. =0 no scope recormposition...

Remove
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Security Monitoring and Notification

] Logging
] service

Service monitor

ActiveMQ
N message
N broker

uonedyeN

Security
platform
module

Notification
Service Service
Runtime Mobile
Environment | = | HMiclient
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Deployment

® Demo...
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Airport geocoding

& 0

Plot map Publish report

Get local
o bser'.fgrtiu il @

%" Deploy w5

Composite service successfully deployed!

WSDL URL: hitp://hestia.atc.gr/an_00262_AirportReportTestl /service?wsdl

Do you want to see the WSDL on a browser?

= Properties | ] Problems El Console

General

es Mo

Service Mame: AirportReportTestl

Security Requirements

Plans creation
Runtime behaviour Name of the operation that will be provided by the service:  gethirportReport
" Deploy

List
SEEneE Operation type (to be announced in the Marketplace): AirportReportTestl

Select alternative BPMN processes processld Path proy | Remove
AirportReportPlan ChUsersherlen...

z
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" Frefox 7|

‘:: http://hestia.atc.gr/...t Test3/servicePwsdl | + | -

. hestia.ate.gr/an_00269_AirportReportTest3/servicefwsdl = Ev Google

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

— i
Published by JAX-WS BRI st http://jax-wvs.dev.java.net. RI's version 15 JAX-FS RI Z2.2.6-2Zb01 svn-revision#FlIiZZ.
-
— et
Generated by JAX-WS RI at http://jax-wvs.dev.java.net. RI's version 1s JAX-WS RI Z2.2.&6-2Zb01 svn-revision#FlIlZZ.
-3
— <definitions targetNamespace="http://compositeService aniketos en/’” name="an 00269 AirportEeportTest3ImplService">
— <types=>

—<=xsd:schema>
<xsd:import namespace="http://compositeService aniketos en/ schemal.ocation="http://hestia atc_gr:80/an_00269 AirportBeportTest3/
=/xsd:schema>
</types=
—<message name= getAirportReport”>
<part name="parameters" element="tns:getAirportReport” />
</message>
—<message name="getAirportReportResponse">
=part name="parameters" element="tns:getAirportReportResponse”/=
</message>=
—<portType name="an 00269 AirportReportTest3 "=
— <pperation name="getAirportReport">
<input wsam:Action="http:/compositeService aniketos eu/an 00269 AirportReportTest3/getAirportReportEequest” message="tns getA;
<putput wsam:Action="http://compositeService aniketos eu'an_00269 AirportReportTest3/ getAirporiReportResponse” message="tns ge
=/operation>=
</portType>
—<binding name="an_00269_AirportReportTestiIlmplPortBinding” type="tns:an_00269_AirportReportTest3">=
<soap:binding transport="http://schemas xmlsoap org/soap/http" style="document"/>
— <pperation name="getAirportReport">
<spap:operation soapAction=""/=

24




Dynamic adaptation of service

B Runtime demo..
m http://bit.ly/AniketosATMdemo

ANIKETOS ATM DEMO SERVICE

Airport Information

(et up-to-date information on your destination airport.

Airport IATA code: B .9 CO (Rome, Fiumicino)

Service URL (WSDL): http://hestia.atc.grian_00269_AirportReportTest3/service?w

Invoke service



http://bit.ly/AniketosATMdemo
http://bit.ly/AniketosATMdemo
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= Notification Trigger

’ & Aniketos ATM demo service

niketoswp7.rhcloud.com/result/?iata=LYS&m: O ~ & X

Welcome To Lyon / Satolas (FR)

Elevation: 240

Pressure: 1017 hPa
Humidity: 30

IATA/ICAO: LYS / LFLL
Clouds: clouds and visibility OK
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Wrap-up
B Threat modelling is not risk analysis

B Threats can be used for:
B EXxpressing/analysing why security is needed

B Defining triggering points for run-time adaptation

B Improved security collaboration with business domain experts(?)
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Questions/feedback?

B Erlend Andreas Gjeere

erlendandreas.gjare@sintef.no

github.com/AniketoskEU

ﬁqr ' The research leading to these results has received funding
A N I K E | P OS from the European Union Seventh Framework Programme

(FP7/2007-2013) under grant no 257930 (Aniketos).
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