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Overview 

Threat modelling for composite services  

to support both prevention and correction. 
 

 Goal-oriented modelling (STS-Tool) 

 Service process modelling (BPMN) 

 Threat repository 

 Dynamic adaptation at run-time 
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Socio-Technical Security Modelling 

Language and Tool 

 STS-Tool 

 Graphical representation 

 Consistency/implications analysis 

 Formal requirements output 

 

 Well defined methodology 

 

 Tutorial and free download:  

www.sts-tool.eu 
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 Demo… 
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Threats in STS-Tool 
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 Demo… 
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Threat Analysis in STS-Tool 
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 Demo… 
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Security Requirements Document 

with threat analysis 
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 STS  SRS  BPMN 
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Model transformation 
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 SCF allows service designers to 

 Specify a service process model (BPMN) 

 Discover services for service tasks 

 Deploy secure composite services 

 

 Extension of Activiti Designer 

 

 HMI for Aniketos security services 

16 

Service Composition Framework 
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 Demo… 
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Threats in SCF 
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 Demo… 
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Prepare dynamic runtime 
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Security Monitoring and Notification 
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Deployment 

 Demo… 
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 Runtime demo.. 

 http://bit.ly/AniketosATMdemo  
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Dynamic adaptation of service 

http://bit.ly/AniketosATMdemo
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 Threat modelling is not risk analysis 

 

 Threats can be used for: 

 Expressing/analysing why security is needed 

 

 Defining triggering points for run-time adaptation 

 

 Improved security collaboration with business domain experts(?) 
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Wrap-up 
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 Erlend Andreas Gjære 

erlendandreas.gjare@sintef.no 

 

 

Software resources: 

github.com/AniketosEU 
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Questions/feedback? 
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