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security visualization is hard

● data is complex
● vast amounts of information need to be made 

consumable
● have to be flexible (multiple audiences)
● there are no off-the-shelf solutions



state of the art

● tends to be too complex
● … or over-simplified
● often purely functional
● missing a narrative / a context
● users needs to perform their own analysis, in order 

to draw meaningful conclusions
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visualization goals

● not merely aesthetically pleasing
● aid users in forming a mental model
● provide the right level of abstraction
● while maintaining enough semantic detail
● bonus points: provide a narrative

○ aid decision-making
○ help getting actionable insights



visualization goals

● extend existing visualizations to support higher 
dimensionality

● flexible solutions that support individual aspects, 
as well as the model in its entirety
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language as a metaphor

● alphabet → words → sentences

● the alphabet is a set of building blocks
○ to form words

● the richer the words, the more eloquent the 
sentences



the language of attack trees

nodes
edges

paths
tree

cost
time
p
...

alphabet words sentences



visual vocabulary and legend

● a set of symbols or graphics that function as 
building elements for larger visual entities

● map from security language to visual vocabulary

● important to consider which graphic elements to use 
and mapping (legend)



approaches

● stacking
● semantic zooming
● multiple views
● contextual awareness and highlighting



stacking

● # parameters > # visual variants
● find a visual element that can function as a generic
● use the same element for parameters and stack



semantic zooming

● security visualisations can be complex
● some details may not be always necessary
● present semantically relevant details based on zoom 



multiple views

● sometimes better to use multiple visualisations
● need to present multiple points of view
● tie things together to form bigger picture



contextual awareness and highlighting

● present details only when necessary 
● prevents overwhelming viewers
● consider ways to highlight key points of vulnerability
● how to show results from analytical tools?
● consider how uncertainty should be highlighted

○ blurring
○ animation between multiple potential states
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http://trespass-project.eu/
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attack trees

● problems:
○ tend to be very wide
○ can quickly become very complex
○ often repeat elements
○ conjunctive vs. disjunctive are heard to read



what we tried

● alternative layout
● better labelling
● adding interactivity
● encoding parameters in edges

○ demo
● combining multiple views

○ demo

http://lustlab.net/dev/trespass/visualizations/tree.html
http://lustlab.net/dev/trespass/visualizations/tree.html
http://lustlab.net/dev/trespass/review/vis/treemap_2.html
http://lustlab.net/dev/trespass/review/vis/treemap_2.html


attack tree linearisation

● questioning the role of intermediate nodes
○ they are not actual steps, but make up a large 

part of the tree
○ mainly needed for calculations









attack tree linearization

● simplifying the tree by removing conjunctive 
intermediate nodes
○ more, but smaller pieces
○ easier to follow and interpret
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Verizon Data Breach Investigations Report 2016

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/


attack graphs

● problems:
○ tend to be difficult to follow
○ gets complex and unreadable very quickly
○ unclear useage



what we tried

● goals
○ displaying/differentiating actions and attributes
○ indication of relative threat levels
○ showing potential attack paths 
○ comparing mitigations and datasets



what we tried

● approaches
○ arc diagram (Wattenberg, 2002)
○ encoding meaning into nodes and edges
○ multiple views
○ contextual awareness
○ semantic zooming









verizon 2016 dbir
demo

http://lustlab.net/dev/vzw/
http://lustlab.net/dev/vzw/
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final thoughts and future work

● security visualisation is hard
○ Complex, multi-dimensional, wide ranging

● new tools in visualisation require us to rethink what 
is effective and useful to viewers

● by beginning from the most atomic elements, we 
can build rich and dynamic visualisations

● continued explorations in visualising attack trees
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